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1 Purpose 
The purpose of this procedure is to establish a transparent, consistent, and proportionate methodology for assessing the ownership and control structure of applicants participating in the CIPHER Open Calls. The procedure is designed to ensure compliance with applicable European Union requirements concerning ownership and control restrictions while safeguarding the security, strategic autonomy, integrity, and confidentiality of the activities funded under the CIPHER project. 
This procedure is based on the principles set out in the European Commission Guidance on Participation in EU Calls with Ownership and Control Restrictions, adapted to the specific context of Financial Support to Third Parties (FSTP) under CIPHER. While recognizing that Open Call beneficiaries are typically smaller organizations and innovators, the CIPHER Consortium remains responsible for ensuring that funding is not awarded to entities whose ownership or control arrangements may create unacceptable risks or conflict with the eligibility conditions governing the project. 
The assessment aims to determine whether an applicant is subject to direct or indirect control by a non-eligible country, entity, or individual, and whether such control could influence the execution, results, security, or exploitation of the activities funded through the Open Call. 
2 Scope 
This procedure applies to all entities applying for financial support under the CIPHER Open Calls, including individual applicants, members of applicant consortia, affiliated entities, and any other organizations that may directly benefit from CIPHER funding. 
The assessment shall be conducted prior to the award of financial support for the selected applicants only and may be repeated at any stage before contract signature if significant changes in ownership or governance are identified during the evaluation process. 
Applicants remain responsible for informing the CIPHER Consortium of any material changes affecting their ownership or control structure throughout the grant award process and, where applicable, during the implementation of the funded action. 
3 Definitions 
Ownership 
Ownership refers to the legal possession of an entity through shares, membership interests, equities, participation rights, or other instruments that confer economic rights or influence over the organization. 
Ownership may be direct, where shareholders own interests in the applicant itself, or indirect, where ownership is exercised through one or more intermediate companies, holding structures, trusts, investment vehicles, or similar arrangements. 
Control 
Control refers to the ability of a natural or legal person to exercise decisive influence over an entity's strategic decisions, either directly or indirectly. 
Control may exist regardless of ownership percentages and may arise through legal, contractual, financial, or governance arrangements. 
Indicators of control may include: 
· The right to appoint or remove members of management bodies; 
· The ability to determine strategic business decisions; 
· Special voting rights or veto powers; 
· Contractual arrangements granting influence over corporate decisions; 
· Financial relationships creating dependency or influence; 
· Any other mechanism enabling a third party to exercise decisive influence. 
Ultimate Beneficial Owner (UBO) 
An Ultimate Beneficial Owner is the natural person who ultimately owns or controls an entity through direct or indirect ownership or through other means of effective control. 
Non-Eligible Entity 
For the purposes of this procedure, a non-eligible entity means any organization, individual, or controlling structure originating from or linked to a country, jurisdiction, or category of participant that is not eligible under the applicable funding conditions governing the CIPHER Open Call. 
4 Principles of the Assessment 
The ownership and control assessment shall be guided by the following principles. 
Proportionality 
The assessment process should remain proportionate to the nature and scale of the Open Call. Applicants shall not be subject to unnecessary administrative burden, and only information relevant to establishing ownership and control shall be requested. 
Transparency 
All applicants shall be informed in advance of the information required and the criteria used during the assessment. Decisions shall be documented and based on objective evidence. 
Risk-Based Approach 
The depth of the assessment shall be determined by the complexity of the ownership structure and the potential risks identified during the review process. Straightforward ownership structures may require limited verification, whereas more complex cases may require additional scrutiny. 
Equal Treatment 
All applicants shall be assessed according to the same methodology and eligibility criteria. 
Traceability and Auditability 
The assessment process shall be documented in a manner that enables subsequent review by internal auditors, external auditors, funding authorities, or the European Commission where required. 
5 Assessment Process 
Step 1 - Ownership and Control Declaration 
As part of the application package, each applicant shall submit a completed Ownership and Control Declaration. 
The declaration shall provide sufficient information to enable the Consortium to understand the ownership and governance structure of the applicant and shall include, at a minimum: 
· Legal name and registration information; 
· Country of establishment; 
· Description of ownership structure; 
· Identification of shareholders or owners holding significant interests; 
· Identification of parent companies and affiliated organizations; 
· Identification of ultimate beneficial owners, where applicable; 
· Description of governance arrangements; 
· Declaration regarding the existence of foreign ownership or control; 
· Disclosure of any special rights, veto powers, shareholder agreements, or other mechanisms capable of conferring decisive influence. 
Applicants shall formally declare that the information provided is complete, accurate, and up to date. 
Step 2 - Initial Eligibility Screening 
Following receipt of the declaration, the Open Call Management Team shall conduct an initial screening. 
The purpose of this stage is to establish whether the applicant is legally established in an eligible country and whether the information provided allows a reasonable understanding of the ownership structure. 
The screening shall verify: 
· Legal registration and existence of the entity; 
· Completeness of the submitted declaration; 
· Consistency of ownership information; 
· Presence of any apparent ownership or control concerns; 
· Existence of foreign shareholders or parent entities. 
Where no concerns are identified and the ownership structure is straightforward and transparent, the applicant may proceed through the evaluation process without further ownership-related investigations. 
Step 3 - Ownership Assessment 
Where relevant, the Consortium shall perform a more detailed analysis of the ownership structure. 
The purpose of this review is to identify the persons or entities who ultimately own the applicant and determine whether a non-eligible entity may possess a level of ownership capable of creating influence over the organization. 
The assessment shall consider factors such as: 
· Shareholding percentages; 
· Distribution of voting rights; 
· Parent-subsidiary relationships; 
· Chain of ownership through intermediate entities; 
· Location and status of ultimate owners; 
· Concentration of ownership among a limited number of shareholders. 
The review shall not rely solely on numerical ownership thresholds. Instead, ownership shall be considered together with governance and control mechanisms to determine the actual capacity to influence strategic decisions. 
Particular attention shall be paid to ownership structures involving holding companies, offshore structures, investment funds, trusts, nominee arrangements, or multiple layers of ownership that may obscure the identity of the ultimate owners. 
Step 4 - Control Assessment 
Control shall be assessed independently from ownership, recognizing that decisive influence may exist even in the absence of majority ownership. 
The objective of this assessment is to determine whether any entity or individual can direct, influence, or constrain the strategic decisions of the applicant. 
The Consortium shall examine a range of indicators, including: 
Governance Rights 
Assessment of governance arrangements may include: 
· Rights to appoint members of the Board of Directors; 
· Rights to remove management personnel; 
· Rights to nominate senior executives; 
· Board composition and voting arrangements. 
Decision-Making Powers 
The assessment may consider whether any entity possesses the ability to influence decisions related to: 
· Business strategy; 
· Research and innovation activities; 
· Investment priorities; 
· Technology development and deployment; 
· Corporate restructuring. 
Special Voting Rights 
The Consortium shall also examine: 
· Golden shares; 
· Enhanced voting rights; 
· Veto rights; 
· Reserved matters requiring shareholder approval. 
Contractual Influence 
Control may additionally arise through: 
· Shareholder agreements; 
· Management agreements; 
· Licensing agreements; 
· Exclusive commercial arrangements; 
· Financing agreements linking operational decisions to third parties. 
Financial Dependence 
The assessment may consider whether the applicant's ability to operate depends substantially on funding sources capable of influencing strategic decisions. 
Step 5 - Risk Classification 
Following completion of the ownership and control assessment, applicants shall be classified according to the level of risk identified. 
Low-Risk Applicants 
Low-risk cases typically exhibit: 
· Transparent ownership structures; 
· EU or otherwise eligible ownership; 
· No evidence of external strategic influence; 
· No significant control rights held by non-eligible entities. 
Outcome: Applicant considered eligible. 
Medium-Risk Applicants 
Medium-risk cases may involve: 
· Minority foreign ownership; 
· Complex ownership structures requiring clarification; 
· Venture-capital participation; 
· Limited governance rights held by external stakeholders. 
In such cases, the Consortium may request additional evidence or explanations before reaching a final determination. 
Outcome: Eligibility subject to clarification. 
High-Risk Applicants 
High-risk cases are those where there is credible evidence that a non-eligible entity may exercise direct or indirect decisive influence over the applicant. 
Examples may include: 
· Majority ownership by non-eligible entities; 
· Rights to appoint management; 
· Strategic veto powers; 
· Significant contractual or financial control arrangements; 
· Inability to identify ultimate beneficial owners. 
Outcome: Enhanced review and potential exclusion. 
6 Enhanced Review Process 
Where ownership or control risks cannot be adequately assessed through the initial declaration, the Consortium may initiate an enhanced review. 
Applicants may be requested to provide supporting documentation, including: 
· Corporate group structure charts; 
· Shareholder registers; 
· Articles of association; 
· Board composition records; 
· Shareholder agreements; 
· Ultimate beneficial owner declarations; 
· Annual reports; 
· Additional documentation demonstrating independence from non-eligible entities. 
The Consortium may also request written explanations or clarifications concerning specific ownership or governance arrangements. 
Failure to provide requested information within the prescribed timeframe may result in the applicant being deemed ineligible. 
7 Decision-Making 
Based on the evidence available, the Consortium shall issue one of the following decisions: 
Eligible 
The assessment concludes that the applicant is not subject to ownership or control arrangements that affect its eligibility. 
Eligible Subject to Clarification 
Initial concerns were identified but satisfactorily addressed through additional information or evidence. 
Ineligible 
The assessment establishes that the applicant is directly or indirectly controlled by a non-eligible entity, or that sufficient evidence has not been provided to demonstrate compliance with the applicable eligibility requirements. 
The rationale for each decision shall be documented and retained within the Open Call records. 
8 Roles and Responsibilities 
Applicants 
Applicants are responsible for providing complete, accurate, and truthful information regarding their ownership and governance arrangements. They must promptly notify the Consortium of any changes that may affect their ownership or control status. 
Open Call Management Team 
The Open Call Management Team is responsible for administering the assessment process, reviewing declarations, requesting clarifications, maintaining records, and preparing eligibility recommendations. 
Evaluation Committee 
Where ownership or control concerns cannot be resolved through routine assessment, the Evaluation Committee shall review the evidence and confirm the final eligibility determination. 
9 Record Keeping and Confidentiality 
All information collected under this procedure shall be treated as confidential and processed in accordance with applicable data protection and confidentiality obligations. 
The Consortium shall maintain a complete assessment file for each applicant containing: 
· Ownership and Control Declarations; 
· Supporting documentation; 
· Assessment notes and findings; 
· Clarification requests and responses; 
· Final eligibility decisions. 
Records shall be retained for the period required under the CIPHER Grant Agreement and any applicable audit, monitoring, or verification obligations. 
Annex A - Simplified Assessment Checklist 
	Assessment Question 
	Yes 
	No 

	Applicant established in an eligible country? 
	☐ 
	☐ 

	Ownership declaration submitted and complete? 
	☐ 
	☐ 

	Ultimate owners identified? 
	☐ 
	☐ 

	Any shareholder from a non-eligible country holding a significant ownership stake? 
	☐ 
	☐ 

	Any non-eligible entity holding majority ownership? 
	☐ 
	☐ 

	Any rights to appoint or remove management? 
	☐ 
	☐ 

	Any special voting or veto rights? 
	☐ 
	☐ 

	Any contractual arrangements creating decisive influence? 
	☐ 
	☐ 

	Any concerns regarding ownership transparency? 
	☐ 
	☐ 

	Additional review required? 
	☐ 
	☐ 


 
Final Assessment Outcome 
☐ Eligible 
☐ Eligible Subject to Clarification 
☐ Ineligible 
 
Assessor: ______________________________________________________________________ 
Date: ______________________________________________________________________ 
Comments: ______________________________________________________________________ 
 
 
Normative Reference: 
This procedure shall be read and applied in conjunction with the European Commission Guidance on Participation in EU Calls with Ownership and Control Restrictions (Version 2.0, 1 January 2026). Where this procedure does not provide sufficient detail for the assessment of ownership or control, the provisions, principles, and assessment methodology described in the European Commission guidance shall prevail and serve as the applicable reference framework. 
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